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Topics 
Covered

• Where we were – from DNA 
exonerations to the PCAST Report

• Where we are now – Current hot 
topics, OSAC

• Where we are going – ChatGPT and 
Beyond



Where We’ve Been:
From DNA 

Exonerations to the 
PCAST Report



Forensic 
Evidence in DNA 

Exoneration 
Cases



2009 Report of 
the National 
Academy of 
Sciences



Key finding from NAS Report

“Among existing forensic methods, only nuclear DNA 
analysis has been rigorously shown to have the 
capacity to consistently, and with a high degree of 
certainty, demonstrate a connection between an 
evidentiary sample and a specific individual or 
source.” (Report at 100)



NAS: 
2 things missing in non-DNA methods

“Variability” data 
showing rarity of 
characteristics in 

population

Error rates of 
“subjective” 

methods



Variability







2008: 
Bitemark 

exonerations







PCAST 
Report
(2016)



Key findings of PCAST

• Finds that very few pattern identification disciplines are 
“foundationally valid” under Daubert.

• Says that to be foundationally valid, a pattern technique has to 
have a low FALSE POSITIVE RATE based on “black box studies” 

• Explains what a good “black box study” entails (independent, 
realistic casework-like samples)

• Lists all the black box studies and error rates for each discipline 
(e.g. 1 in 18 for fingerprints)

• Argues for proficiency testing to determine whether analysts are 
reliably applying the method (“reliably applied” under Daubert)



Critiques of PCAST

• Elite academics, scientists, and government policymakers but no 
stakeholders from the forensic community itself

• NDAA argued that not all of these methods are “scientific” and 
thus need not be subject to black-box validation testing with 
error rates to pass Daubert

• PCAST’s criteria for what makes a good study was “subjectively 
derived” and not the only valid way to think about science





https://www.justice.gov/archives/ncfs/work-pro
ducts-adopted-commission

https://www.justice.gov/archives/ncfs/work-products-adopted-commission
https://www.justice.gov/archives/ncfs/work-products-adopted-commission






“To demonstrate the importance of  proficiency data, we collect and 
analyze two decades of  proficiency testing of  latent fingerprint 
examiners. In this important domain, we found surprisingly high 
rates of  false positive identifications for the period 1995 to 2016. 
These data would qualify the claims of  many fingerprint examiners 
regarding their near infallibility, but unfortunately, judges do not 
seek out such information.”



One more slide on error 
rates…

• Whose error rate?: “But we’re the FBI – it’s not fair 
to judge us based on the overall error rate from 
some state lab!”

• What’s an “error”? If 2 prints don’t match but an 
examiner says “inconclusive-not enough data,” is 
that an error that should be considered part of the 
examiner’s false positive rate? (bottom line: there’s 
disagreement on this in the literature)



Organizational chart for the National 
Institute of Standards and Technology 
(NIST)’s “Organization of Scientific 
Area Committees (OSAC)



What does OSAC do?

• Creates, and approves, forensic standards 
and puts them on an approved “registry”

– Beware: these standards aren’t 
necessarily approved by all groups

• Creates lists of “research needs” for each 
discipline

• Allows the legal community a chance to 
work with forensic practitioners (“changing 
hearts and minds”) – email me if 
interested! ☺



4 big take-aways from 
these institutional 

efforts:
• Many forensic identification techniques aren’t 

backed up by variability data to show the 
likelihood that the defendant may be the source

• Forensic identification techniques haven’t been 
widely tested through “black box studies” to 
determine their error rate

• Forensic examiners often don’t wall themselves off 
from task irrelevant information to combat 
contextual bias and often don’t know what the 
scientific method is

• Proficiency testing is non-blind, too infrequent, 
too easy, and not taken seriously by judges.



Suggestions for 
judges:

• Ask yourself: is this technique sufficiently 
foundationally reliable and reliable as applied by 
this examiner to be admissible, given what we 
know now (regardless of older case law)

• If expert testimony is allowed, what limits should I 
place on it? (e.g. don’t use the term 
“identification,” “to the exclusion of all other 
guns,” “ballistic certainty,” etc.)

• What discovery should be allowed, both before 
the Daubert/Frye hearing and before trial? (e.g. 
source code for software?)

• Should the opposing party be allowed to mention 
evidence about the discipline’s error rate, based 
on existing studies? Should I ask the parties to 
craft a jury instruction that explains error rates?



Where We Are Now:
Machine-Generated 

Forensic Evidence



Forensic Evidence Is Increasingly Automated…



Example:
DNA Software for Interpreting 

Mixtures
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Mixtures are hard because of…



Probabilistic Genotyping Software



Issues with “Likelihood Ratios”

• They are typically generated by computers, based on many complex 
secret assumptions about the chance of stutter, allelic drop-in, etc.

• The accuracy of a computer program’s likelihood ratio can’t be 
easily tested through validation studies…





“Laboratory procedures to measure a physical quantity such as a 
concentration can be validated by showing that the measured 
concentration consistently lies within an acceptable range of error 
relative to the true concentration. Such validation is infeasible for 
software aimed at computing an LR [likelihood ratio] because it has no 
underlying true value (no equivalent to a true concentration exists). … 
”

– Steele & Balding. "Statistical evaluation of forensic DNA profile 
evidence." Annual Review of Statistics and Its Application 1 
(2014): 361-384.



Issues with “Likelihood Ratios”

• They are typically generated by computers, based on many complex 
secret assumptions about the chance of stutter, allelic drop-in, etc.

• The accuracy of a computer program’s likelihood ratio can’t be 
easily tested through validation studies…

• Sometimes there are differences between LRs of different computer 
programs based on the same information!









2021 NIST Mixture Study
Takeaways

1. Studies need to cover the sample in the case at hand in terms of all 4 big 
challenges or “factor space” (# of contributors, quantity, ratio, & allele 
sharing)

2. To figure that out, we need access to the underlying data of studies and 
models (the “black box”), not just “summaries,” and we don’t have it

3. It’s possible to test LRs but we’d need more data and better tracking to see 
what factors are present when they lend support to a false proposition

4. LRs can change dramatically based on assumptions/models and we don’t 
have enough comparison studies on how or why. For now, corroboration 
from 2+ systems may be important.



Are machine assertions 
admissible? Impeachable?

• Why not? They’re relevant; they’re not hearsay…
• You can require proof of accuracy in order to 

“authenticate” the result: 
– FRE 901(9): Evidence About a Process or 

System. Evidence describing a process or 
system and showing that it produces an 
accurate

• If an expert relies on it, then Daubert/Frye
• What if you refused to admit software that wasn’t 

independently tested or open to independent audits? 
Or wasn’t corroborated by a 2nd machine?

• Once machine assertions are admitted, then what? 
Are they “witnesses” under the Confrontation 
Clause? If so, how does a defendant “confront[]” 
them?



How could a machine be a 
“witness”? And what would machine 

“confrontation” look like?

• “Witness” for 6th Amendment 
compulsory process purposes 
includes documents, physical 
objects

• ”Confrontation” of human 
witnesses used to include access 
to prior written statements of 
witness

• “Confrontation” could include 
pretrial access to machine; 
interrogatories; prior runs of 
machine; access to source code 
or license access to independent 
researchers?



Where We’re Going:
AI and Beyond









Questions?
aroth@law.berkeley.edu 
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